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Deception in Linear
Quadratic Control



Optimal LQ control reveals information

« Linear-Quadratic (LQ) control is a

standard tool in control engineering. = =
« Smart grid ".:’ /
. UAV =, /
- Satellites . r f

» The optimal LQ control reveals

sensitive information such as:

e Cost function! Standard LQ control:
Optimize its trajectory
under given objective

» Target states!?

* Revealing such information allows Adversarial observer:
informed attacks, resulting in |72 e For e e
system vulnerability. observed trajectory
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We will perturb observations to hide objectives

» To hide information, we break the link between what we do and what they see.
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« Primary objective of the system ) « Observed state trajectories

« Achieved by minimizing cost * Naturally reveals information

Question 1: Can we introduce deceptive perturbations to trajectories
while pursuing primary objective?

Question 2: Even when the attacker knows the presence of deception,

can we secretly perturb trajectories without being detected? Gl" greofxgia
ecn.




We consider red team vs. blue team setting

« We consider red team vs. blue team setting, where blue team uses LQ control.

Blue Team

Nt
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Red Team
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 Blue team’s state dynamics with Gaussian noise

Pir1 = (Vs + B;) + Pr + Y; Instantaneous velocity control (Used for deception)

{le = +V: + Z; Acceleration control (Used for primary task)

» Gaussian noise follows z,~N(0,2%), y,~N (0, Z;)
 This system can also be expressed in linear form: x,,,; = Ax; + Bu, + w;

* Blue team’s primary objective

Note: Non-deceptive optimal control gives i = 0.

- Follow reference trajectory {v,}!_

o With minimum control effort.

* Red team observes blue team’s trajectories and try to find out

if blue team is using deception.

If blue team is NOT using deception:
Trust observed trajectory and make
incorrect downstream inference

If blue team is introducing deception:
Do not trust observed trajectory and |

. _ Georgia
potentially take counter-actions " Tech




We model blue team as LQR and red team using SPRT

 Blue team model: Standard LQ control with reference trajectory (No deception)

Running cost . Terminal cost
mlnlmlze [z (_ (e —%)"Q¢ (xp — %) +5 5 Ui tRuy) +5 (xT X)) Qr(xr —%Xp)| = JPMATY (u)

Sub]ect to.  Xpyq = Axt + Bu; + w; <« Linear state dynamics

A control law 5, = FPv, + Ffp, + f¢ is given, which encodes a direction of perturbation.

« Red team model: Sequential Probability Ratio Test (SPRT)
 Null hypothesis (H,): Blue team is not using deception (g; = 0)
- Alternative hypothesis (H,): Blue team is introducing deception (8; = FPv + Ffx + f2)

AN
Red team accepts H; (Deception detected)
Py, ({xt} —0) !

g
Py, {xe}=o) :
Red team accepts H, (Deception undetected) Georgia
5 A 4 GI Tech.
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The blue team introduce deception by augmenting cost

» We use SPRT statistics to augment the cost function. | Note: 4 5, gets close to

. * — Fb FC d
minimize ]prlmary (u) — AE log Ly = ]blue (u) E log L, Bt t Vet Fexe + fi
u

subjectto.  x;,; = Ax; + Bu; + w;

v B: gets close to B = 0

« Maximizing E log Lt results in more deceptive control.
 [ElogLs can be nicely integrated into quadratic running cost.
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quadratic structure!
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Takeaway: As augmented problem preserves LQ structure, optimal control
can be solved efficiently!
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Solutions to augmented LQ are well behaved

« Augmented problem has unique solution under certain condition.

Gain in cost for minimizing 3
1 l v Variance of Gaussian noise y

1
I, — A(22) 2Rg"(22) 2 =0

Under this condition, there exists unique solution to the optimal control.

- In 1D case, the condition reduces to 1 € |0, RgZ2].

> A
| |
1=0 A = RgZ;
Be =0 Be = F{ v + Ffx, + f?
(No deception) (Maximal deception)

Takeaway: \We can introduce deceptive perturbation by augmenting |
quadratic cost with Elog L. |Gt Georgia




The blue team requires stealthy deception

* Red team detects the deception when the log L; gets larger.

Red team accepts H;

logU :
(Deception detected)

(Upper threshold)

log L >t

« Attime t, the blue team’s deception is detected if log L; = logU.

« Therefore, blue team wants to ensure low probability of detection by ensuring
P(logL, = logU) < ¢, vt €{0,1,..., T}
.
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8 Probability of detection Stealthiness requirement
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The probability of detection is provably bounded

A provable upper bound exists for P(logL, = logU).

[Theorem 1] Probabilistic bound of detection
Foranye;, e, > 0suchthate; + €, = logU — EloglL,,
P(logL; = logU)
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 This bound is conservative and may not provide a wide range of admissible A.

 Practically, P(logL; = logU) can be approximated using Monte-Carlo method.

Based on this bound and approximation, the blue team tunes its

stealthiness level with parameter A. Gy~ Georgia
ecn.




The blue team tunes stealthiness with A

» Blue team tunes stealthiness with A based on following procedure.

P(ogL, = logU) < ¢, vte€{0,1,..,T}
(Probability of detection) (Stealthiness requirement)
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Select required level of stealthiness e.

Search for satisfactory 1 :
==

2-1. Select 1 that satisfies well-posedness condition.

2-2. Estimate P(log L, = log U) under selected A.

2-3. If P(log L, = logU) > € for any t, go back to 2-1.

Accept 1 and execute deceptive LQ control under A. | _
eorgia
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Larger A introduces more deception

 Larger A introduces more deception, but lower performance and higher risk of
detection.

Blue team’s control results Red team’s SPRT results
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Question 1: Can we introduce deceptive perturbation
Worse primary performance to trajectories while pursuing primary objective?

Yes!

¢, To avoid this, blue team needs to introduce deception up to a certain IeveIGr Georgia



The blue team selects 4 based on detection probability

 Blue team selects 4 based on detection probability.

» For example, when € = 0.02 is required, blue team can select A = 0.04 based on the
approximated probability.
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Carefully selected 4 results in undetected deception

 Carefully selected A results in undetected deception.
« 1 =0.04 is selected to avoid detection with 98% probability.
* Blue team’s deception is conducted with 50 random scenarios.

Blue team'’s state trajectory (Observation) Red team’s SPRT result
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The trajectories are perturbed in average. Deception is mostly not detected.

Question 2: Even when the attacker knows the presence of deception, Georaia
" can we secretly perturb trajectories without being detected? Gl" Tech’




Thank you.

Email: yerinkim@gatech.edu
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